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Aruba f%;+-* % - Remote AP

*-—-—-=—-—-=-=--- » |PSec/3DES Encrypted Control Channel
—————_——— » WPA2/AES Encrypted Data Channel

Remote Location Internet

Services
Internet
Gateway
—> INTERNET
______ . _Jr = gJE==-==X] _'.I S
——————g It atx==lg--r-gF----
IPSec Tunnel
Firew

Aruba AP connected to any All security policies centrally
Ethernet jack with Internet defined and enforced at the
connection mobility controller
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£ Mk ¥ (Roaming)

Role-based Secure Access Control

= Fast Roaming = Authentication and Role Assignment
= <10 msec, AP-AP intra-switch (APi# = 802.1X — PEAP, TTLS, TLS
#> - switch) = Browser Based Captive Portal

= <20 msec, AP-AP inter-switch (AP:g = VPN — IPSEC, PPTP

=37 e switch : _
= i ) . . = Interoperable with Existing RADIUS,
"R (client? F iz P K E) LDAP & RSA Secure ID

USERNAME
-] John Doe

= PASSWORD
=] <One Time
Password>

ROLE

Employee
AUTHENTICATIO
N

RSA SecurlD
FIREWALL

POLICY
Don't allow on
Finance Subnets

USERNAME
John Doe

PASSWORD
<One Time
Password>

ROLE

Employee
AUTHENTICATIO
N

RSA SecurlD
FIREWALL

POLICY
Don't aIIow on

Wired
Intranet
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» 3 ARUBA 17 End-to-end secure communication
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ARUBA Centralized Encryption/Decryption
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CAPTIVE
PORTAL

REGISTERED USER

USERNAME

PASSWORD

| |
Log In

Logging in as a registered
user indicates you have
d and accepted the
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i BN ET e d Hher B ELH
I R T \
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if sdebug# it
Tl EES e TUWORRS |
MAC address IP Address  User

190 7a:01:35:01 10.5.168.1053  speckralink

Maotitaring Configuration

Summary
Switch

Enterprise Clients

Packet Capture
BRA e BP0 2 R A
bl —g%ﬁﬁ’v":}ﬂfxﬁa
(T RAERIE

ethersphere

55 Method Age {d:h:m)
0z:14:52

190:73:01:2d:b7 10.5.168.102  spectralink 02:14:52

Ja:01:2c:36 10.5.168.105  spectralink 02:14:49

(01 127.255.213.64 spectralink 11452

emploves 302, 1x

[ 00:08:21:31:00:kb lagan
Clients

Enterprise Clients | = ARUBAMETWORES\aagarwal 00:0c:ce:4e:0c:4a 0.0.0.0

80z, 1x

0:04:23:5c:el:4a 0.0,0.0 Q0:00:01

# e Client*s 4 »
7 FA 7 3§’f’°
)@‘”ﬁ%ﬂﬁ:

0c:41:feEfiad 0.0.0.0 logon 00:03:18

:0c:35:bbiaaad 0.0.0.0 logon

1] 1-1EIDF1EI|1E| "l

00:13:21

Status | Profile | Client

Debug Packet Capture Locate Disconnect Blacklist | Pingl
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WiFi & & Z_i>
Real-time Location Tracking

File Edit \“iew Favorites Tools Help

[ =

ARUEA | RFLocate
Monitoring | Configuration

5 : 2
Locate > Hinds Hall, First Floor _xBack S 4 AL
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Control ‘g e ‘ wv WY
Zoom % Approx. Coverage Coverage Rate

Refresh every | Norefieshing |, or Refrash How ‘ Stop |@ 16:33:24 7/13/2004

2 5 Y / s ,
. > B
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DEY  Manufacturer ‘MAL Coord. Type CH - User S5ID BSSID _ Active

r
r e Aruba Metworks  00:0b:86:80:09:38 .\ Mfa Gui-Testing Active

[~ EEAF  ArbaMetworks  00:0biB6:a0:0z:t1 @ 211, 10,1 _ 161 YAPODZ-10.3.17.3 Active

T BMaP ArubaMetworks  00:0bigE:aD:0ziis @ 204, 5,1 (EEEEEE 151 VAPOD3-10.3.17.3 Active . R O g u e A P
v MlsTa  Agers Systems  00:02:2d:Slia%iec 93,23, 1 (e 1 aruba-range 00:0b:86:a0:98:90 Ackive i

[~ [ 5Ta  Philips Components 00:05:4e:44:2h:95 37,123, 1 (QEEOENNN 52 ARUBANETWORKS\sca aruba-slpha-sp  00:0b:86:a0:4c:30 Active

¢ |5TA  Philips Components 00:05:4e:45:ed:bs Nj& (OEEE 157 ARUBANETWORKS\vipin aruba-slpha-sp  00:0b:86:30:62:F8 Active
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Remote Packet Capture

RARasnhan

oPeek - [Capture 1]
ﬁ Eile Edt “iew Captwe Statistics Tooks Window Help

EEEE R e e = e \
Packets received: 6,050 < -
e Widadet ¥ _soce |

Memory usag _

o EE e
Packet | Source Destination BSSID Data Rate | Channel Sig &
1:00:0C:30:90:44:28 Broadcast 00:0C:30:9D 1.0 6 -
2:00: Broadeast 00:80:C8:1B: 1.0 6 ‘
3 00: Broadcast 00: 80:C8:E0: 2.0 g : I
4 00: Broadcast 00:30:F1:70: 1.0 6 ‘
5:00: Broadeast 00:C0:49:E0: z.0 6
6 00: Broadcast Broadcast 1.0 6
7 00: Eroadcast 00:30:F1:70:49:72 1.0 3 ]
& 00: Eroadcast 00:07:50:D5:43:29 1.0 [ --‘l
i [ _=ndl@sm ok &5

Date Time Message

0711972003 | 14:42:54 Alarm "Errors per second” resolved
O7ASZ003 | 14:47:17 | Alarm "Errors per second” triggered
O7M8/2003 ' 14:47.25 Alarm "Errors per second” resolved
0771972003 14:5218 Alarm "Ervors per second" trigoered
0711972003 | 145314 Alarm "Errors per second” resolved
07/20/2003 | 11:2318 AiroPeek quit

07/20/2003 | 12:09.32 AlroPesk started

072002003« 12:03:54 Selected adapter: Cisco Syslems 340 Series PCMC..
O7/20/2003  1210.04 e capture j

¥ j&€Web-based g 2/ & fie &

Packet Capturefic#g, #AB~ iz i@
Aruba AP/& 2 &= FIp chE s e
B3t e

PPOCOO0O0

For Help, press F1

Cizco Systems 340 Senes PCMCIA Wireless LAN Adapter |ESS\D. 00:40:05.DE:FAEF 2
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Aruba 2400 ArubaOs

| Aruba | )
fiﬂiﬂ!ﬂ'ﬂ!!'!‘f’" e 804/800 for Reglonal ocations Embedded Wireless
for the Branch Offl Software Application
Aruba 2E
- Wired grid point
- 1+1 Ethernets
- Wall mounted
\ CERTIFIED 5000/6000 -
1 for the Campus RE DlreCt
RF M_ana_gemer{'t"-t.g
Aruba 80 AP Applications '
Outdoor \
Dual-Radio (a/b/g) —— =
Access Point/Bridge f._,,-:‘ % Z
Aruba 41 AP i

Single-Radio (selectable a or b/g) G

Aruba 60/61 AP

: &\t\ ‘Fm \ = Single-Radio (selectable a or b/g) Air Monitor (All bands)
'. Aruba 70 AP Air Monitor (All bands) Integral adjustable tri-band
gt : Detachable antennae (AP 60) antenna )
Dual-Radio (a/b/q) Wi-J k
Access Point I-JacC
DUO

onitor (All bands)
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The Aruba

Traditional Solution Mobile Edge Solution

Access Points

Site Survey iy
Packet capture Wired/wireless _
access points Wi-Jack DUO

Air Monitors

WiFi IDS /7 IPS

POE Switches

WLAN Switches/Blades # |

Captive Portal

Mobility Controllers

An Integrated, Total Solution

More Secure
VPN Concentrator

More Functional

LAN-speed Firewall

| e
Router/QoS Devices ‘

Easier To Manage
Easier To Deploy
Easier To Grow/Scale

Multiple Management Systems
Lower Cost

Upgrades, Integration

ARUBA
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